NH®OPMAIIMOHHASA NTAMATKA JJISA OBYYAIOLIUXCA JIA
PASMEIIEHUS HA O®PULHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIE, a MIKOJbHUKA
OJIHM W3 CaMbIX aKTHUBHBIX MOJib30BaTenen PyHera. Mexny TemM, MOMHMO OTPOMHOIO

KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIeMBbI. DTa MaMsATKa JTOJDKHA [TOMOYb
TeOe 0€301acHO HAXOIUTHCSI B CETH.

KomnbroTepHbie BUPYCbI

KomnbloTepHBIii BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOTpaMM,
OTJIMYUTEIBHON OCOOEHHOCTBhIO KOTOPOU SIBJIIETCS CIOCOOHOCTh K pPa3MHOXKEHHIO. B
JOTIOJTHEHUE K ’TOMY, BUPYCHI MOTYT OBPEIUTH WM IOJTHOCTHIO YHUUTOKUTH BCe (Daiiibl
U JIaHHBIE, TMOJKOHTPOJIbHBIE TMOJb30BATENO, OT MMEHH KOTOPOro Oblia 3amylieHa
3apakeHHasl MporpamMMma, a TaKKe MNOBPEIWUTh WM JaXE YHUYTOKUTH ONEPALMOHHYIO
CUCTEMY CO BceMHu (QaiijaMu B 1eloM. B OOJBIIMHCTBE CiIyyaeB paclpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

Merto1bl 3aUThI OT BPEAOHOCHBIX IPOTPAMM::

1. Mcrionb3yi COBpEMEHHBIE OTIEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbINA YPOBEHD
3aIIMTHI OT BPELOHOCHBIX IPOTPaMM;

2. IlocTosiHHO ycTaHaBIMBal nauTu (LKU(POBBIE 3aIIATKY, KOTOPbIE ABBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LIENbIO 10PaOOTKU MPOTpaMMBbl) U Ipyrue 0OHOBIICHUS CBOEH
oneparroHHo# cucTeMbl. CKaduBail UX TOJIBKO ¢ O(PUIMAIBLHOTO caifTa pa3paboTurka
OC. Eciu cymiecTByeT pexXxuM aBTOMaTHYe€CKOT0 OOHOBJICHUS, BKITIOYH €T0;

3. PaborTaii Ha cBOeM KOMITBIOTEpPE TO/]1 [TpaBaMH IOJIb30BaTENs, @ HE aIMUHUCTPATOPA.
OT0 HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUITUPOBATHCS HA TBOEM
IIEPCOHATILHOM KOMIIBIOTEPE;

4. Vicnionb3yi aHTUBUPYCHBIE POTPAMMHBIE ITPOAYKTHI U3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTUYECKUM 0OHOBJIEHMEM 0a3 |

5. Orpanuyb GU3NYECKUH TOCTYI K KOMIBIOTEPY 11 HOCTOPOHHUX JIUII;

6. Ucrionp3yii BHEIIHUE HOCUTENN HH(GOPMAINH, TAKUE KaK (JelKa, TUCK UK (aiin u3
MHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIE (hailiibl, OJTy4YEeHHBIE U3 HEHAIEKHBIX HICTOUHUKOB.
Jlaxxe Te (aitsibl, KOTOpbIE MpHCIai TBOM 3HAKOMBIH. JIydllie yToUHU y HEro, OTIPaBIIsLI
J1 OH TeOe uX.

Cerun WI-FI

Wi-Fi - aT0 He BWJ mepemayu JAaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpEeH,
mapka. Emte B 1991 rony nunepianackas kommnanus 3apeructpuponaina 6pern "WECA",
yTo oOo3Hauano cioBocoveranue "Wireless Fidelity", koTopslii mepeBoauTCs Kak
"GecnpoBotHAas TOUHOCTH". Jl0 Hallero BpeMeHu Jo1nia Apyras abopeBuarypa, KoTopas



SABJISIETCS TaKOU K€ TexHoJioruen. 1o abopeBuarypa "Wi-Fi"'. Takoe HazBaHue ObLIO
JTaHO C HAMEKOM Ha CTaHAapT BbIcIIed 3BykoBou TexHuku Hi-Fi, uto B mepeBone
o3HavaeT "BBICOKas TOYHOCTH'". J[a, OecrulaTHBIN MHTEPHET-A0CTYN B Kade, OTeNnsIX U
adpoTopTax SABISIETCS OTIMYHONW BO3MOXHOCTHIO BbIXOJa B MHTepHeT. Ho MHorume
AKCIIEPTHI CYUTAIOT, UTO 001IenocTynHbie Wi-Ficetu He sBIsitoTCsS 0€30MaCHBIMU.

CoBeTbl 10 6€30MaCHOCTH PadOTHI B 00IIETOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro muHyro nHpopmaiuio yepe3 oouienoctynasie Wi-Fi cern.
PaboTas B HuX, )KenaTenbHO HE BBOAUTH MAPOJIM JOCTYIA, JOTUHBI U KAKHE-TO HOMEPA;
2. Ucnionb3yit 1 0OHOBIIAN aHTUBUPYCHBIE IPOTPaMMBbI M OpaHaMayep. Tem caMbIM Tbl
obe3omnacuuib cedsi 0T 3aKa4Ky BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun pynkuuro "OO0umii goctyn k aiinam u
npuHTepam". JlanHast pyHKUMS 3aKpbITaA [0 YMOITYAHUIO, OJTHAKO HEKOTOPHIE
M0JIb30BATENN aKTUBUPYIOT €€ JJ1 YA00CTBa UCII0JIb30BaHUs B paboTe UM yuede;

4. He ucnionp3yii myoimuneiii WI-FI 111 nepenaum AMUHbBIX JaHHBIX, HAIIPUMED IS
BBIXOJIa B COIIMATbHBIE CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Ucnose3yi Tospko 3ammiieHHoe coenudenne uepes HIT'TPS, a ue HTTP, T.e. npu
Habope BeO-anpeca BBo M uMeHHO "https://";

6. B moOmsHOM Tenedone otrmoun pynkuuto "Iloakmouenne k Wi-Fi
aBToMarudecku'. He nomyckaii aBTOMaTH4ECKOTO MOIKITI0YEHHUS yCTPOMUCTBA K CETSIM
Wi-Fi 6e3 TBO€ro cormiacwus.

CoumnajbHble CeTH

ComuanbHple CETH aKTHMBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOAU pabOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muumap 4eIOBEK, YTO
SIBJIIETCS OJJHOM C€IbMOM BCEX JKUTEJIEH IIJIaHEeThl. MHOTHE MOJIb30BaTE/IM HE TIOHMMAIOT,
yT0 MHGOPMAIUS, pa3MeEIIeHHAas UMH B COITMAIBLHBIX CETSAX, MOKET ObITh HaijeHa U
UCIIOJIb30BaHa K€M YTrOJHO, B TOM 4YHCJIE HE 00s3aTelbHO C OJaruMu HaMepEHUSIMHU .

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMATILHBIX CETIX !
1. Orpanuysb CUCOK JIpy3el. Y TeOst B APY3bAX HE TOJHKHO OBITH CITyYailHBIX U
HE3HAKOMBIX JIIOJICH
2. 3ammiiai cBOO YacTHYIO XKu3Hb. He yka3wiBaii maposu, TenedoHsl, aapeca, 1aTy
TBOET0 POXKIAEHUS U APYTYIO JUUHYIO HH(OPMAIUIO. 310 yMBIIIUIEHHUKHA MOTYT
UCIIOJIb30BaTh 1aXK€ HHPOPMAIIUIO O TOM, KaK Thl U TBOU POJUTEIH INITAHUPYETE
IIPOBECTHU KAHUKYJIBI;
3. 3ammuiai CBOIO pemyTaltIO - IEPAKH €€ B UUCTOTE U 3ajaBail cede BOMPOC: XOTel Obl
ThI, YTOOBI JPYyTHUeE MOJIB30BATENN BUJIEIH, UTO Thl 3arpyxaeiis ? [logymait, npexe uem
YTO-TO OMYOJIMKOBATh, HAITUCATh U 3arPy3UTh;
4. Ecyv Tl TOBOPHILIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATBHOE
UMS U IPYTYIO JIMYHYIO HH(GOPMAIK: UMSI, MECTO JKUTEJILCTBA, MECTO Y4€ObI U IIpOUEe;



5. N36eraii pazmemienus hororpaduii B IHTepHeTe, 1€ Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOY MOYKHO OIIPEAEIIUTE TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucTpanuu B COLMATbHOM CETU HEOOXO0AMMO UCTIOJIB30BaTh CJIOKHbIE TAPOJIH,
cocToslme U3 OyKB ¥ HU(P U C KOJMUYECTBOM 3HAKOB HE MEHEE §;

7. 71 counanbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAUMO HCTIOJIb30BaTh Pa3HbIE
napoJi. Toraaeciim Teds B3JIOMAKOT, TO 3710 yMBIIUIEHHUKH MTOJIy4aT JOCTYII TOJIBKO K
OJHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBbIE JeHbI 1

DIIEKTPOHHBIE AEHBI'Y - 3TO 0YEHb YA0OHBIH CITOCO0 IIaTeXel, 0 JHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JI€HbI'U. DJIEKTPOHHBIE IE€HBI'U MOSIBUIUCH
COBCEM HEJAaBHO M MMEHHO H3-3a 3TOr0 BO MHOTMX T'OCYAapCTBax JA0 CHUX MOp HE
MPOMMCAHO MPO HUX B 3aKkoHaXx. B Poccum ke oHM (PyHKUMOHUPYIOT U O HHUX YK€
MPOIMCAHO B 3aKOHE, TI€ UX Pa3AEIIOT HAa HECKOJBKO BUIOB - AHOHHMHBIE M HE
aHOHUMHbIE. PazHuIla B TOM, YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peracrcs
NpPOBOJAUTH omepanuu 0e3 HICHTU(UKAMU T0Jb30BarTeisd, a B HEAHOHUMHBIX
uaeHTu(UKalMs TOJIb30BaTeNs sBsieTcsl oOsi3arenbHOM. Takke cieayer paszinyarh
AIIEKTPOHHBIE (PUATHBIE JEHbIU (PaBHBI TOCYAAPCTBEHHBIM BATIOTaAM) U 3JIEKTPOHHBIE
HeuaTHbIe 1eHbI'H (HE paBHBI I'OCYJAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO O€30MacCHOM paboTe C ANEKTPOHHBIMU JCHbI'aMM :

1. IIpuBsi>ku K cueTy MOOMIIbHBIN TENEPOH. DTO CaMblil yTOOHBIN 1 OBICTPBII C1TOCOO
BOCCTaHOBUTH 1OCTYN K cueTy. [ IpuBsizaHHbIN TENEPOH MOMOKET, €l 3a0yAellb CBOM
TUIATEKHBIN NApOJIb WM 3aiIEIIb HA CAaUT C HE3HAKOMOT'0 YCTPOMCTBA,;

2. Ucnonb3yi ogHopasossie mapod. [locie nepexona Ha yCUIEHHYIO aBTOPU3aLUIO
TeOe yxe He OYAeT yrposkaTh OMACHOCTh KPaKH WM TIepeXBara IIaTeKHOTO MapoJis ;
3. BriOepu ciioxxHbIi napodb. [IpecTtynHukam OyAeT He MPOCTO YraaaTh CJI0OKHBIHI
napoJib. HaexHple maponu - 3To napoJin, KOTOpbIe COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0SI CTPOYHBIC M IPOTIUCHBIC OYKBEI, IT(PHI M1 HECKOJIHLKO CHMBOJIOB,
TaKWe KaK 3HaK J0oJuiapa, pyHTa, BOCKIUIATSIBHBIN 3HaK 1 T.1. Harpumep, $tROng!;;
4. He BBO1M CBOM JIMUHBIE JIAHHBIE HA CATaX, KOTOPBIM HE JOBEPSIELIb.

3.JICKTp0HHaﬂ nmo4yTa

DNEeKTPOHHAsI I0YTA - 3TO TEXHOJIOT U U IIPEI0CTABISIEMbIE €10 YCIIYTH 10 MEPECHIIKE
U MOJIyYEHUIO 3JIEKTPOHHBIX COOOILEHUN, KOTOPBIEC PACIIPEAEISIIOTCS B KOMITbIOTEPHOM
cetd. OOBIYHO DJEKTPOHHBIA MMOYTOBBIN SIIMK BBITJIIUT CJEAYIOINIMM OO0pa3oM:
UMs_TI0JIb30BaTeNsI(@UMs_oMeHa. Takxke KpoMe nepeiayu MpoCTOro TeKCTa, UMEETCs
BO3MOXHOCTH TE€peIaBaTh (Paiisbl.

OcHOBHBIE COBETHI IO O€30MacHON paboTe C ANEKTPOHHOM MOYTOM:
1. Hano Bb1OpaTh npaBUIIbHBIN NOYTOBBIN CepBUC. B MHTEpHETE €CTh OTrPOMHBIN BB 00D



OecIuIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JYUIIIE IOBEPSITh TEM, KOTO 3HACIIIb U KTO
IIEPBBIM B PEUTHHTE;

2. He yka3piBail B IM4HOM nouTe JIMUHYI0 nHpopmanuto. Hanpumep, mydiie BeiOpath
"My3bIKaIbHBIN _(panaTt@" wmm "pok2013" BmecTo "Temal3";

3. Mcnousb3yi ABYXATaHYO aBTOPU3ALMIO. DTO KOT1a IOMUMO NIApOJIs HY’>KHO BBOJUTh
KOJI, IPUChLIaEMBbIii 10 SMS;

4. BoiOepu cJI0KHBIN MapoJib. [{J1sl KaK10T0 MOYTOBOT O SIIMKA TOJHKEH ObITh CBOM
HAJCKHBIM, yCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecm ecTh BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCTIOJIb3YH ATY
BO3MO>KHOCTB;

6. McnoJib3yit HECKOJILKO MOYTOBBIX AIIMKOB. [IepBbIi /1711 4aCTHOM NEPENUCKU C
azipecaramu, KOTOPBIM Thl JOBEPsEUIb. JTO JIEKTPOHHBIN aIpeC HE HaJl0 UCII0JIb30BAaTh
IpU perucTpauuu Ha popymax u caiTax;

7. He oTkpbIBaii paiisiel M APYyTHe BIOKEHUS B TUChMaX, JaKe €CJIM OHH IIPHUIIUTA OT
TBOMX JIpy3e. JIydie yTounn y HUX, OTIPaBJISIIN JIH OHH TeOe 3TH (haiiibl,

8. Ilocne okoHuaHust pabOTHI HA MOYTOBOM CEPBHCE MEPE/1 3aKPHITUEM BKIIAJIKH C
caiToM He 3a0yab HaXaTh Ha "Beiidtu".

Kuo0epOyaauHr njim BUPTyajJbHOE U3/1eBATEJIbCTBO

KubepOymmHr - mpecienoBaHue COOOIICHUSAMH, COJEPKAIIMMH OCKOPOJICHUS,
arpeccHiro, 3almyruBaHUe, XYyJUTaHCTBO, CONHAIbHOE OOHWKOTHPOBAHUE C ITOMOIIBIO
Pa3IMIHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE C KNOEPOYIITMHIOM

1. He 6pocaiics B 00ii. JIyuimii crioco0: TOCOBETOBATHCS KaK ce0s1 BECTH U, €CJIM HET
TOTO, K KOMY MOHO 00paTUThCS1, TO BHAUaJIE YCIIOKOUTHCS. ECi Thl HAaUHEUIb
OTBEYATh OCKOPOJICHUAMH Ha OCKOPOJIEHHUSI, TO TOJILKO €1Ie OOJIbILIE PA30KKEIIIb
KOH(IHKT;

2. Ynpasisiil cBoel KubeppemnyTalmei;

3. AHOHUMHOCTb B ceTh MHUMasl. CyILIECTBYIOT CLIOCOOBI BBIICHUTD , KTO CTOUT 32
AHOHHMHBIM aKKAyHTOM;

4. He cTouT BeCTH XyJIMraHCKU 00pa3 BUpTyallbHOM xkU3HU. MIHTEepHET PuKcupyer Bce
TBOU JIEUCTBUS M COXPAHSAET UX. Y IAJIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIBHO ;

5. Co6umo1aii CBOIO BUPTYAIIbHYIO YECTh CMOJIOY;

6. Urnopupyii ernHudHBIN HeraTuB. O THOPa30BbIe 0CKOPOUTENbHBIE COOOIICHUS
Jydlilie irHopupoBaTh. OOBIYHO arpeccus NpeKkpaiaeTcs Ha HayalbHOM CTaNH

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOITICHUSIMU, B COITHATbHBIX
CETSX €CTh BO3MOXHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHU C OTPEIEICHHBIX
aJlpecoB;

8. Ecm Te1 cBUAETEh KNOEpOYyuMHTa. TBOM AEHCTBUS: BRICTYITUTH TIPOTHB
MIpeCIeI0BaTENs, IOKA3aTh EMY, UYTO €ro JIEUCTBUS OLIEHUBAKOTCS HETAaTUBHO,
MO/1IepPKaTh )KEPTBY, KOTOPOH HyKHA TICUXOJIOTUYeCKasi TOMOIIIb, COOOIIUTH B3POCIIBIM
0 (pakTe arpecCUBHOTO ITOBEICHUS B CETH.



MoOuabHbIN Te1edOH

CoBpeMeHHbIE CMapTQOHBI M IUIAHIIETHl COJEpP’KaT B ce0e BIOJHE B3POCIbIA
(YHKLMOHAJ, U TETIEPb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIMOHAPHBIMU KOMITbIOTEPAMU.
OnHako, CPEACTB 3aIUThI 1 TOJ0OHBIX YCTPOMCTB MOKa 0YEHb Mao. TecTupoBaHueE U
IIOMCK YSI3BUMOCTEN B HUX IIPOUCXOJNUT HE TaK MHTEHCUBHO, Kak i [IK, To xe camoe
KacaeTcsi U MOOUIIbHBIX TPUIIOKEHHM .

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPAKTUYECKU JOTHAJIM HACTOJIbHBIC
aHaJIOTH, OJHAKO paclIMpeHue PyHKIMOHANIa BIeYEeT 3a COO0M OOJIBIIYIO CI0KHOCTb U
MEHBIIYIO 3alMIIEHHOCTh. Jlanexko He Bce MPOU3BOJUTENN BHITYCKAIOT OOHOBJICHUS,
3aKpBIBAIOIINE KPUTUUECKHUE YI3BUMOCTH JJIsl CBOUX YCTPOMUCTB.

OcHOBHBIE COBETHI 1151 0€30TTaCHOCTH MOOMITLHOTO TeedoHa:

1.Hugero He siBhsieTcs MO-HACTOSILEMY OecIulaTHBIM. bylb OCTOpOXeH, BeAb KOoT1a
TeOe nmpesIaratoT OeCIIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHUE-TO IIaTHbIE
yCIIyTH,;

2. lymait, mpexie ueM otrnpaButb SMS, ¢poTo nim Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyIyT B KOHEYHOM UTOTE?

3.Heo6x011M0 0OHOBIISATE ONIEPAITMOHHYIO CHCTEMY TBOETO cMapThOHa,;

4. Vcnionb3yi aHTUBUPYCHBIE TPOTPAMMBI JJII MOOMITbHBIX TENIE(POHOB

5.He 3arpyxaiil npuioxeHust OT HEM3BECTHOTO UCTOYHHUKA, BE/Ib OHU MOTYT COJIEPKATh
BPEIOHOCHOE TPOTPAMMHOE 00ecTedeHue;

6.Ilocse Toro kax Thl BBIIICIIL C CaidTa, 1€ BBOAWI JUUHYIO HHPOPMALIUIO, 3ai11 B
HacTpoMku Opay3epa u yaamu cookies;

7.Ileprio iy ecKu poOBeEpPsIil, KaKUE IIaTHbIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;
8./1aBail cBOii HOMEp MOOMIILHOTO Tene(pOHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACILb U
KOMY JIOBEpSICIb;

9.Bluetooth nomkeH OBITH BBIKITIOUEH, KOT/1a ThI UM HE TOJIb3yelibes. He 3a0biBait
MHOT 12 TPOBEPSATH ITO.

Online urpsl

CoBpeMEHHbIE OHJIAHH-UTPBI - 3TO KPacCOYHbIE, 3aXBATHIBAIOIIME Pa3BJICUCHMUS,
00BEAUHSIOIINE COTHU THICSY YEJIOBEK MO BCeMy MUPY. Irpoku uccaenyoT JaHHbIN UM
MHUp, OOLIAIOTCS APYT C APYrOM, BBIMOJHSAIOT 33JlaHUs, CPAKAIOTCI C MOHCTPAMH U
MOJy4arOT ONBIT. 3a YJIOBOJLCTBUE OHHU ILIATAT: MOKYHAKOT JUCK, OIUIAYMBAIOT
aOOHEMEHT WK PHOOPETar0T KaKue-To oMU, Bee 3Tn cpeacTBa HayT Ha IO I/IepIKaHue
U pa3BUTHE WIPHI, a TakKe Ha caMy O€30TacHOCTb: COBEPIIECHCTBYIOTCS CHCTEMBI
aBTOPHU3AIIMH, BBIITYCKAIOTCS HOBBIC MMaT4dd (IUGPOBBIC 3aIUIaTKH JJIT IPOTpaMM),
3aKPBIBAIOTCS YI3BUMOCTH CEpBEPOB. B 1MO100HBIX HTpax CTOUT OMacaThCs HE CTOJIBKO
CBOMX COTIEPHUKOB, CKOJIbKO KPaXH TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa
aBTOPHU3AIMU OOJBIIIMHCTBA UTP.



OCHOBHBIE COBETHI IO O€30MAaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecu npyroii urpok BeieT cedsi Iiioxo WM co3JaeT Te0e HeNpUsTHOCTH, 3a0I0KUPYH
€ro B CIIUCKE UTPOKOB;

2. Iloxamy¥cst amMUHUCTPATOPaM UI'PbI HA IUIOXOE IMOBENECHUE ITOTO UTPOKA,
YKENaTeNbHO NPUJIOKUATH KaKUE-TO J0Ka3aTelIbCTBA B BUIE CKPUHOB;

3. He yka3biBaii mruHy0 HHGOPMALUIO B IPOQaiiie Urpsl,

4. YBaxail 1pyrux y4acTHUKOB 110 UTPE;

5. He ycTanaBivBail HeopUITMAIbHBIEC TATYH U MOJIBI;

6. McnoJib3yii CI0KHBIE U Pa3HBIE MTAPOJIH;

7. J1axxe BO BpeMs UTPhI HE CTOUT OTKIIFOUaTh aHTUBUpPYC. [l0ka TbI urpaemib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIUHT WIH Kpaka JUYHBbIX JaHHbIX

OOBIYHOM Kpakel JeHer U JTOKYMEHTOB CEroJHs y»K€ HUKOI'O HE YAUBHIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTUN 3J0YMBIIUICHHUKN MEPEMECTUINCh B MHTEPHET, U
MIPOI0JDKAIOT 3aHUMAThCA " MIOOUMBIM" oM. Tak mosiBuiIach HOBasi yrpo3a: HHTEpPHET-
MOIIEHHUYECTBA WM (UIIMHT, TJaBHAsg IEJIb KOTOPOTO COCTOUT B TOJYyYEHUHU
KOH(pUIEHIIMATLHBIX JTaHHBIX TO0JIb30BATENEH - JIOTMHOB U maposed. Ha anrnumiickoM
a3bike phishing unraercs kak guimHr (oT fishing - peiOHas noBs, password - mapoJib).

OCHOBHBIE COBETHI 10 OOPHOE C PUILIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciv Thl 0103p€eBaellb, UTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOX0IUMO 3a0JIOKUPOBATh €€ U COOOIIUTH alMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpPEE;

2. Ucnonb3yi 6e30mnacHble BeO-CailThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U
MOUCKOBBIX CUCTEM;

3. Ucnonb3yii CoXkKHbIE U pa3Hble napoyd. TakuM o0pa3oMm, eciiu Te0st B3JIOMarOT, TO
3JIOYMBILUIEHHUKY [TOJTy4aT JOCTYH TOJIbKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO
BCEM,;

4. Ecau Te0s B3J10MaU, TO HEOOXO0AUMO IPEYIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOPBIE 10OABJIEHbI y TEOSI B IPY3bsiX, O TOM, YTO T€0S B3JIOMAJIU U, BO3MOKHO, OT
TBOEr0 UMEHU OYyJIeT pacCchlIaThCsl CIIaM U CCHIJIKU Ha (PUIIMHT OBBIE CANTHI

5. YcranoBu HagexHbIi maposis (PIN) Ha MoOMIIBHBIH TenedoH;

6. OTKJII0YM COXpAaHEHHUE MapoJisi B Opaysepe;

7. He oTkppIBaii (haiiiibl U ApyTrue BIOKEHUS B MUChMaX, TaXKe €CIIM OHHU PHIIITA OT
TBOMX JIpy3ei. JIydine yTounn y HUX, OTIPaBJISIIN JIH OHH TeO€ 3TH (haiiibl.

Hudposas penyrauus

[Mndpoas penmyrarust - 3TO HETaTUBHAS WM MMO3WTHBHAS WHOOPMAIHS B CETH O
tebe. Kommpomerupyroias uHpopmaiusi, pa3MelieHHas B HWHTEPHETE, MOXKET
Cepbhe3HBIM 00Pa30M OTPa3UTHCS Ha TBOEH peaibHOM *u3HU. "[udposas penyrauusa" -



3TO TBOM UMUK, KOTOPBIA (opMupyercs M3 HMHPOpMalUuMu O TeOE B HHTEPHETE.
TBoe MecTO )KuUTeNbCTBA, yueObl, TBOE PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa
M pacckazpl 0  OJuM3KMX -  BCE€  O3TO  HAKaIUIMBaeTCi B  CETH.
MHorue noApOCTKY JETKOMBICIIEHHO OTHOCATCS K MyOJIMKALMY JIMYHON HH(OPMAUH B
HutepHeTe, HE MOHUMAs BO3MOXHBIX MOcieACTBUM. Thl Jaxke HE CMOXKEIb 10raaaTbCs
0 TOM, 4TO (oTorpadus, pa3MeIIeHHas S5 JIET Ha3aj, cTajla IPUYMHOW OTKa3a NPUHATH
TeOs Ha paboTy.

KommenTapuu, pa3menienne TBoux Qororpaduit u apyrue JeMCTBUS MOTYT HE
MCYE3HYTh JaXe€ IMOCJIE TOr0, KaK Thl UX yAaIullb. Thl HE 3HACHIb, KTO COXPAHUI 3Ty
UH(pOpMAIHIO, TOTANA JIM OHA B TOUCKOBBIE CUCTEMBI M COXPAHUIIACH JI OHA, 4 TJIABHOE:
4TO TOAYMAIOT O TeOe OKPY’KAIOIIMe JIOAH, KOTOpPhIe HAMAYT W YBUIAAT 3To. Haiitn
uHGOPMAITIIO MHOTO JIET CITYCTsI CMOKET JIFOOOH - KaK U3 JO0OPBIX MOOYKIEHUH, TaK U C
HAMEpPEHUEM MTPUIUHHUTH BPEA. ITO MOXKET OBITh KTO YTOJTHO .

OCHOBHBIE COBETHI 1O 3aIUTE U(POBON PEMyTaINH

1. IToxymaii, mpexae 4eM 4To-To MyOJIMKOBATh U TIepeaaBaTh y ce0s B OJI0Te WK B
COIIMAIILHOM CETH,

2. B HacTpoiikax npoQuIsd yCTAHOBU OTPaHWY CHUS Ha IIPOCMOTP TBOETO PO QU ¥ €r0
COJIEP>KMMOTO, CJI€JIali €ro TOJIbKO "1t apy3ei" ;

3. He pa3smemaii 1 He yka3bIBaii HH(POpMAITHIO, KOTOPAst MOKET KOTO -TMO0 OCKOPOJISAThH
WM OOWKaTh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJILHUKH - aKTUBHBIC TIOJIb30BaTENHN 1TU(PPOBOTO MPOCTPAHCTRA.
OHaKo JaneKko He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTUMH BO3MOKHOCTSIMU IIU(PPOBOTO
Mupa TpeOyeT CcOOJIIOJICHUSI TMpaB Ha MHTEIUIEKTYalIbHYI0O  COOCTBEHHOCTD.
TepMuH "UHTEIEKTyalbHAsE COOCTBEHHOCTH' OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSIM
YEJIOBEYECKOT0 yMa, HAuMHAasg C HOBBIX HM300pETEHM M 3HAKOB, O00O3HAYarONIMX
COOCTBEHHOCTh Ha MPOJYKTHI M YCIYrd, W 3aKaH4yuBas KHUramu, (ororpadusmu,
KUHO(WIbMaMU U MY3bIKAIbHBIMU MTPOU3BEICHUAMU. ABTOPCKUE MPaBa - 3TO MpaBa Ha
MHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha TPOU3BECHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA.
ABTOpCcKHE  MpaBa  BBICTYNAOT B KauyecTBE  TapaHTMM  TOTO,  YTO
WHTEJUICKTYyaIbHBIM/TBOPUECKUI TpyA aBTOpa HE OyAeT HampacHbIM, JacT eMmy
CIIpaBeJIMBbIC BO3MOJKHOCTH 3apab0TaTh Ha pe3yabTarax CBOErO TPYyHa, MOIYYIHUTh
M3BECTHOCTH U Npu3HaHue. Hukro 0e3 pazpenieHust aBTopa He MOKET BOCIIPOU3BO/IUTh
€ro TMpOW3BEACHHUE, PaCIPOCTPaHsITh, MyOJUIHO JAEMOHCTPHPOBATH, IIPOJIABATh,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJUIHO WCIIOIHSITH, MTOKA3bIBATh/UCTIOIHSITH B
sabupe wm pasmeniate B MHrepHere. Mcmonp3oBanue "mupaTckoro" mporpamMMHOTO
obecTieueHnsT MOJKET MPUBECTH K MHOTHM DPHUCKaM: OT MOTEPH JaHHBIX K TBOUM
aKKayHTaM J10 OJIOKMPOBKHA TBOETrO YCTPOWMCTBA, T/I€ YCTAHOBIIEHA HeJETalIbHAs
nporpamma. He ctout Takke 3a0bIBaTh, YTO CYIICCTBYIOT JIETATbHBIC W OECTUIATHBIC
MIPOTrpaMMBbl, KOTOPBIE MOYKHO HAWTH B CETH.



O nopraue

CereBU4OK.p( - TBOM IJIaBHBI COBETUYHUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HAaTh O
0€30MaCHOCTH B CETU NOHATHBIM U JOCTYNHBIM SA3BIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOW CUTYallMU OOPaTUTHCSI 32 COBETOM. A TaKkKe IPUHATH y4acTHE B KOHKypcCax
U CTaTh CaMbIM IIU(PPOBHIM IpakaaHUHOM !



